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SPOTLIGHT

A
bout two months ago, Manju-
nath (name changed), a cab
driver from Hyderabad, had
the shock of his life when he

received summons from the Bengaluru
South East Division Cyber Crime Police
asking him to appear for questioning in
a cyber crime case. “Your response is
required regarding a money transac-
tion to your account. Appear before the
investigator at the Bengaluru Southeast
CEN Police Station,” the summons
read.

Manjunath rushed to Bengaluru as
he had received the letter late and had
already missed the deadline. The pol-
ice, meanwhile, were preparing to send
a team to Hyderabad, but eventually
detained Manjunath in Shanthinagar af-
ter tracking his location.

“His account had received money
transferred by a resident of South Ben-
galuru, who had been duped by a cy-
berfraudster in a courier fraud,” the in-
vestigator handling the case told The

Hindu.
A courier fraud or a FedEx fraud is

one where cyberfraudsters claiming to
call from Customs or one of the law en-
forcement agencies claiming they had
intercepted a courier in their name
with contraband, subject them to ‘in-
terrogation’ on video, seek their bank
details and siphon o� money, or some-

times subject gullible citizens to even
“digital arrest”.

Manjunath was summoned as the
money siphoned o� from the victim in
South Bengaluru had landed in his ac-
count. However, further investigation
revealed that Manjunath’s landlord in
Hyderabad, one Eshwar, had “bor-
rowed” his account for a transaction to
avoid “tax issues”, and that is how the
money siphoned o� from the Bengalu-
ru-based cyber crime victim landed in
Manjunath’s account.

The police then began pursuing Esh-
war, a businessman and a casino enthu-
siast, suspecting him to be part of a cyb-
er fraudsters’ gang. But he was also not. 

Investigations found that Eshwar
had visited a casino in Sri Lanka after
which the transaction was initiated.
“During his visit, Eshwar stopped gam-
bling midway and returned to India. He
surrendered all the casino chips he had
purchased using real money and asked
for a refund,” the investigator ex-
plained. To receive the refund, Eshwar
requested Manjunath’s bank account
details and provided it to the casino.
The police connected the dots and con-
cluded that the Sri Lankan casino had
links with cyber fraudsters operating in
India. The refund was made through
proceeds of cyber crime.

This is not an isolated case. Senior

police o�cials say such links between
cyber criminal networks and various
networks, including hawala, crypto
currencies, casinos, online betting
apps and the likes, are increasingly
common. This indicates how several
networks are converging to launder illi-
cit money and in many instances also
converting black money to white
money.

This has posed serious challenges to
law enforcement agencies, as the mo-
ney trail has become more complex,
spread over not just multiple States in
the country, but also overseas. As an in-
dication of this, the Directorate of En-
forcement (ED), the specialist federal
agency to check money laundering and
violations of foreign exchange rules,
has been joining several cyber crime in-
vestigations across the country. 

This has complicated an already her-
culean task of recovering swindled mo-
ney from cyber crime victims.

The casino route

Like in the case illustrated above, fol-
lowing the money trail in several cyber
crime cases have recently led investiga-
tors to casinos, often overseas. 

Indian cyber fraudsters often have
accomplices abroad, while agents re-
presenting foreign casinos operate in
India. When cybercriminals need to

transfer money to their overseas coun-
terparts, they pay casino agents in In-
dia using money mules or proceeds
from cyber crime. The foreign casino
agents then disburse equivalent funds
to the fraudsters’ partners abroad.
Likewise, whenever casinos have to pay
someone, like in the above case, there
are instances where they have used
cyber crime networks to pay them.

Online betting apps

Recently, the ED summoned over 25 ce-
lebrities in connection with a money
laundering case registered under the
Prevention of Money Laundering Act
(PMLA), 2002, related to online gaming
platforms.

Pronab Mohanty, Director-General
of Police (DGP) and head of the newly
formed Cyber Command Unit (CCU),
con�rmed that several cyber crime in-
vestigations have unearthed links to
money laundering through online bet-
ting platforms. “In many cases, the sto-
len money was laundered through on-
line betting and cryptocurrency,” Mr.
Mohanty told The Hindu.

Betting applications provide virtual
coins or chips in exchange for real mo-
ney. Winners are paid in cash or
through accounts that are untraceable
to them by these platforms. Since these
gaming apps do not use their nodal ac-

counts to pay winners,
there is no proof that a
payment was made to a
particular user. Such pay-
ments are outsourced to
cyber criminal networks,
who pay winners using
proceeds of cyber crimes,
often transferring money
from victims to the ac-
counts who need to be
paid. These cyber crimi-
nal networks are reim-
bursed with an additional
cut later through other
means, often abroad and
in white.  Meanwhile, the
money collected from
other players by the bet-
ting app is legitimate, ef-
fectively converting black
money into white, an of-
�cer explained. Accord-
ing to the o�cer, many of
these betting apps are un-
veri�ed. “PlayStore won’t
permit such apps. They
are �oated online and ad-
vertised via social media
and Telegram channels,”
the o�cer said, advising
users to avoid unveri�ed
apps and not to install
them via APK �les.

Betting on casinos, crypto 
Recovering money swindled from victims in cybercrime cases is already a Herculean task. Chetan B.C. reports on the recent trends in Karnataka,

which show how cybercriminal networks are colluding with other networks like casinos, online betting apps and cryptocurrency exchanges to

launder money, and in many instances, also converting black money to white, complicating the money trails further and posing severe challenges

to law enforcement agencies 
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